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Vision

The vision of the U.S. Department of Education (ED) and the U.S. Department 
of Health and Human Services (HHS) (hereafter known as The Departments) is 
that 1) all young children will have adults in their lives who are well-informed 
on how to use technology to support learning at various ages; and 2) all young 
children will have opportunities to learn, explore, play, and communicate through 
a multitude of approaches, including the use of technology. 

This vision is already a reality for some early learners and the adults in their 
lives. The examples below represent promising ways to help early learners use 
technology with peers and adults to foster relationships, expand learning, and 
solve meaningful problems. 

 �  Supporting interpersonal relationships: A military family used video 
chatting software to enable their two daughters aged 2 and 4 to keep in 
touch almost daily with their father, an Army major, during his deployment 
in Iraq. The family reported that the connection made his deployment “more 
bearable” for him and “eased his return home” for the girls because it 
allowed him to be part of their daily lives.1

 �  Fostering the development of school readiness skills: Preschoolers at 
Austin STEM Academy noticed that the guinea pigs in their class observatory 
looked cramped inside their cage, so they suggested building a new home. 
With the help of instructors, the children consulted an application (app) 
that described guinea pig habitat needs and then collaboratively designed 
a blueprint for their new guinea pig home. The project helped students 
develop strong early critical thinking and problem solving skills while exe-
cuting their plan.2

 �  Language development and communication: A teacher vetted and 
selected a multimedia storytelling app so that a 4-year-old boy in Athens, 
Georgia who only spoke Chinese was able to create a digital story with a 
tablet to share details about his home life. The project, complete with photos 
from home and narration in both English and Chinese, allowed the other 
students to hear his story in his own words. The digital family story helped 
him become more integrated into the classroom community and improved 
his English language skills.3

 �  Exploration and learning: A kindergarten classroom in a Southeastern 
U.S. city used digital cameras, digital microscopes, and drawing software 
to learn about fossils, bones, and dinosaurs through an archaeological 
“dig” in their classroom. Sifting through a sand table, the students used 
the cameras and microscopes to record their experience of discovering 
plastic bones and dinosaurs. The children then had the choice of creating a 
multimedia book using drawing software or a handwritten report on their 
discoveries and what they learned.4

TECHNOLOGY 
AND ASSISTIVE 

TECHNOLOGY DEVICES

In this document, technology 
refers broadly to both hardware 
that enables connectivity and 
devices (including television 
and handheld devices such 
as smartphones and tablets), 
content (including digital media 
such as apps, games, software 
and television programming), and 
assistive technology devices. 
The term assistive technology 
device stems from the Assistive 
Technology Act of 1998 and is 
specifically defined in Section 
602(1) of the Individuals with 
Disabilities Education Act (IDEA) 
as “any item, piece of equipment, 
or product system, whether 
acquired commercially off the 
shelf, modified, or customized, 
that is used to increase, maintain, 
or improve the functional capa-
bilities of a child with a disability. 
The term does not include a 
medical device that is surgically 
implanted or the replacement of 
such device.” 
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The rapid pace of innovation in technology provides a seemingly endless stream of new learning 
options for families and early educators. However, not all technology is designed in a way that 
is appropriate for early learners or leads to meaningful learning, so adults need to be thoughtful 
about children’s technology use. Additionally, there is a growing technology opportunity gap. 
The goal of the Departments is that all children in every community and at every socioeco-
nomic level have equitable access to appropriate technology in early learning settings and that 
technology is used responsibly with young children.

Purpose

The purpose of this policy brief is to:

 �  Provide guiding principles for early educators (including those in home settings), early learn-
ing programs, schools, and families on the use of technology by young children to support 
them in making informed choices for all children.

 �  Inform the public, families, and early educators on the evidence base used to support these 
guiding principles.

 �  Issue a call to action to researchers, technology developers, and state and local leaders to 
ensure technology is advanced in ways that promote young children’s healthy development 
and learning. 

While this brief addresses early learners from birth to 8 years of age, the Departments 
acknowledge that this is a large age span in the development of a child and what is appropriate 
for an 8-year-old is likely not appropriate for a toddler or infant. This brief focuses mainly 
on age-appropriate guidance for children ages 2-8. A special call out box titled, “What Is 
Developmentally Appropriate Technology Use for Children age 0-2?,” on page 11 dis-
cusses technology use with children under the age of 2. 

The Departments’ guiding principles presented in this brief for using technology with young chil-
dren can help families make informed decisions about their child’s interaction with technology, 
including watching television, playing digital games, using video chats or apps to communicate, 
or using digital tools to create content. They can guide early educators on how to introduce and 
use technology in the classroom, community, or home as a tool to support learning. They can 
also help early educators and policymakers at state and local levels better understand the impor-
tance of connectivity and providing appropriate technology for early learners, the importance of 
training and supporting early educators to best use technology in early learning settings, and the 
legal requirements for children with disabilities as defined by IDEA and individuals with dis-
abilities as defined by Section 504 of the Rehabilitation Act of 1973 and Title II of the Americans 
with Disabilities Act. 



6

IDEA, SECTION 504, AND TITLE II

Eligible children with disabilities may receive assistive technology provided as early 
intervention services under the requirements in Part C of the Individuals with Disabilities 
Education Act (IDEA); as special education and related services under the requirements 
in Part B of IDEA; or as special education or related aids and services under the require-
ments in Section 504 of the Rehabilitation Act of 1973 (Section 504) for school-age children. 
Section 504 also applies to school-age children who are not IDEA-eligible. Determinations 
as to whether students with disabilities should receive assistive technology and the  
specific device or devices to be provided are made on an individual basis by the child’s 
Individualized Education Program (IEP) team, Individualized Family Service Plan (IFSP) 
team, or Section 504 team, if appropriate.

This brief is not intended to limit the authority of the appropriate team to make individual 
determinations regarding the assistive technology to be provided to a particular child. In 
addition, all persons with disabilities, including parents and students, are protected from 
discrimination on the basis of disability under Section 504 and Title II of the Americans with 
Disabilities Act. Under these laws, if a covered entity provides technology, the entity must 
ensure that any technology that is provided is accessible to persons with disabilities. 

For more information on the laws that apply to students with disabilities, see the 
following resources:

• IDEA: http://idea.ed.gov 

• Section 504: http://www.ed.gov/ocr/504faq.html

• Title II of the ADA: https://www.ada.gov/t2hlt95.htm 

• ED policy documents on accessible technology for students with disabilities:

•  Joint “Dear Colleague” Letter: Electronic Book Readers www.ed.gov/ocr/ 
letters/colleague-20100629.html

•  Frequently Asked Questions About the June 29, 2010 Dear Colleague Letter: 
http://www.ed.gov/ocr/docs/dcl-ebook-faq-201105.html

The importance of unstructured and unplugged play 

Families and early educators should be aware that technology use should never displace the role 
of unstructured, unplugged, interactive, and creative play that research shows is the best way 
children learn. In fact, unstructured playtime is more important for brain development in young 
children than any type of media use.5 Children should have exposure to many different types of 
play, including those where teachers are guiding play, play with peers, and independent play. In 
early learning settings, play can be intentional, with the teacher thoughtfully creating learning 
environments, or unstructured such as during recess. During unstructured playtime, children 
process what they are learning on a daily basis and develop social skills with peers and adults. 
Technology and media should not take the place of interactions in the real world, including 
playtime with adults and peers, physical and outdoor activities, and the social interactions 
and experiences that are essential for a child’s development.6 For these reasons, frequency 
and duration of technology use are important considerations for families and early educators. 

Families should be aware that, as with many other childhood activities and influences, technol-
ogy use can have both positive and negative effects depending on use.7 Adults should expect to 
set limits, encourage a diversity of experiences both digital and unplugged, and keep in mind 
that research shows that for young children in-person interactions should be fostered.8

http://idea.ed.gov/
http://idea.ed.gov
http://www2.ed.gov/about/offices/list/ocr/504faq.html
http://www.ed.gov/ocr/504faq.html
https://www.ada.gov/t2hlt95.htm
http://www.ed.gov/ocr/letters/colleague-20100629.html
http://www.ed.gov/ocr/letters/colleague-20100629.html
http://www.ed.gov/ocr/docs/dcl-ebook-faq-201105.html
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Guiding Principles  
for Use of Technology  
with Early Learners

The Departments recognize that families and early educators have many different options for 
using technology with early learners. The Departments believe that guidance needs to reflect 
the reality that families and early educators have access to apps, digital books, games, video 
chatting software, and a multitude of other interactive technologies that can be used with 
young children. Even as new technologies emerge, the Departments believe that these principles 
apply, though guidance may evolve as more research on this topic is published. 

The Departments’ four guiding principles for use of technology with early learners are as follows:

 � Guiding Principle #1: Technology—when used appropriately—can be a tool for learning. 

 �  Guiding Principle #2: Technology should be used to increase access to learning opportunities 
for all children. 

 �  Guiding Principle #3: Technology may be used to strengthen relationships among parents, 
families, early educators, and young children.

 �  Guiding Principle #4: Technology is more effective for learning when adults and peers 
interact or co-view with young children.

Two documents in particular influenced the development of the Departments’ guiding prin-
ciples: Uses of Technology to Support Early Childhood Practice and the 2016 National Education 
Technology Plan (NETP).

HHS published Uses of Technology to Support Early Childhood Practice9 in March 2015 to examine 
how technology can be used to support and improve the quality of practice of early childhood 
practitioners, particularly in their own professional development. The report presented an 
overview of research related to the use of technology by conducting a literature review and 
consulting with experts on the topic in four key focus areas: 1) instruction and assessment;  
2) parent, family, and community engagement; 3) professional development and informal 
learning; and 4) facilitators and barriers.

At ED, the Office of Educational Technology released the 2016 NETP, the federal government’s 
flagship educational technology policy document. Titled Future Ready Learning: Reimagining  
the Role of Technology in Education, the plan articulates a vision of equity, active use, and  
collaborative leadership to make everywhere, all-the-time learning possible for all learners. 
While acknowledging the continuing need to provide equitable access to technology itself, the 
plan goes further to call upon all involved in American education to ensure equity of access  
to transformational learning experiences enabled by technology, including for early learners.10

The Departments’ four principles state the position of the Departments on this topic and are 
expanded below.

http://www.acf.hhs.gov/sites/default/files/opre/useoftechfullreport508compliant_edited.pdf
http://tech.ed.gov/netp/
http://tech.ed.gov/netp/
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Guiding Principle #1:

Technology—when used appropriately—can be a tool for learning. 

Developmentally appropriate use of technology can help young children grow and learn, espe-
cially when families and early educators play an active role. Early learners can use technology to 
explore new worlds, make believe, and actively engage in fun and challenging activities. They can 
learn about technology and technology tools and use them to play, solve problems, and role play.

HOW DO YOU DETERMINE WHAT IS DEVELOPMENTALLY APPROPRIATE  
FOR A CHILD WHEN IT COMES TO TECHNOLOGY?

In Technology and Interactive Media as Tools in Early Childhood Programs Serving Children from 
Birth through Age 8, the National Association for the Education of Young Children (NAEYC) and 
the Fred Rogers Center state that “appropriate experiences with technology and media allow 
children to control the medium and the outcome of the experience, to explore the functionality 
of these tools, and pretend how they might be used in real life.11”

Lisa Guernsey, author of Screen Time: How Electronic Media—From Baby Videos to 
Educational Software—Affects Your Young Child, also provides guidance for families and 
early educators. For example, instead of applying arbitrary, “one-size-fits-all” time limits, 
families and early educators should determine when and how to use various technol-
ogies based on the Three C’s: the content, the context, and the needs of the individual 
child.12 They should ask themselves following questions:

• Content—How does this help children learn, engage, express, imagine, or explore?

•  Context—What kinds of social interactions (such as conversations with parents or 
peers) are happening before, during, and after the use of the technology? Does it com-
plement, and not interrupt, children’s learning experiences and natural play patterns?

•  The individual child—What does this child need right now to enhance his or her 
growth and development? Is this technology an appropriate match with this child’s 
needs, abilities, interests, and development stage?

Appropriate use in formal early learning settings 

Early educators should keep in mind the developmental levels of children when using technology 
for early learning. That is, they first should consider what is best for healthy child development 
and then consider how technology can help early learners achieve learning outcomes. Technology 
should never be used for technology’s sake. Instead, it should only be used for learning and meet-
ing developmental objectives, which can include being used as a tool during play.

When technology is used in early learning settings, it should be integrated into the learning 
program and used in rotation with other learning tools such as art materials, writing materials, 
play materials, and books, and should give early learners an opportunity for self-expression 
without replacing other classroom learning materials.13 There are additional considerations for 
educators when technology is used, such as whether a particular device will displace interac-
tions with teachers or peers or whether a device has features that would distract from learning. 
Further, early educators should consider the overall use of technology throughout a child’s day 
and week, and adhere to recommended guidelines from the Let’s Move initiative, in partnership 

http://www.letsmove.gov/
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with families. Additionally, if a child is eligible for services under IDEA and/or 
Section 504 and Title II, the student may require specific technology to ensure 
that the student can access the instructional material. 

WHAT ARE SOME DIFFERENCES BETWEEN USING  
AN E-BOOK AND A PHYSICAL BOOK WITH EARLY LEARNERS? 

E-books have the potential to provide learning experiences for children 
and they also have capabilities that are impossible to deliver in print 
format. For example:

•  A device can hold a complete library of stories and information for 
children to explore.

• Words and sentences can be highlighted during oral narration. 

•  Children can elect to have a pre-recorded narrator read the entire 
text out loud to them.

• Children can experience embedded interactive features within the text.

On the other hand, research has shown that some interactive features 
may actually impede a young child’s comprehension.14, 15 An example is a 
feature that allows children to jump around to different points in the story, 
which can make it difficult for developing readers to follow a sequence of 
events.

The optimal way for children to experience a physical book or an 
e-book is with an adult who is actively involved,16, 17 asking questions that 
allow children to expand on what they’ve read to make connections and 
providing opportunities to check for comprehension. However, the design 
of some e-books may dampen parents’ desires to play that interactive 
role. Two research studies have shown that when parents read e-books 
that have features that asked questions, parents were less likely to play 
that role with their children while reading together.18, 19 On the positive side, 
another research study showed that children who read an e-book with 
a parent remembered content better than children who read an e-book 
alone, regardless of what the parent was saying during the reading.20

When making decisions about incorporating e-books, parents should 
consider what features are available and when and how they will be used. 
Bedtime use of e-books may also require additional considerations. For 
example, currently there is limited research on the impact on sleep when 
using e-books for bedtime reading, but some research suggests that the 
backlighting of electronic devices can curtail the amount of time children 
spend sleeping if a device is used right before bedtime.21

Just as with other educational tools, school-aged children should be taught how to 
correctly handle and care for devices. These skills and the use of technology should 
generally not be taught as a separate rotation or class, but rather integrated into the 
learning objective of the lesson.22 In some cases, however, individualized instruction 
may be desirable to meet the specific needs of a child. As children grow older, they 
should continue to build on this basic skill set with lessons in digital citizenship. 

WHAT IS DIGITAL 
CITIZENSHIP? 

In the Ed Tech Developer’s 
Guide, released by the Office 
of Educational Technology in 
April 2015, digital citizenship is 
defined as “a set of norms and 
practices regarding appropriate 
and responsible technology use…
and requires a whole-community 
approach to thinking critically, 
behaving safely, and participat-
ing responsibly online.”23

As early learners reach an appro-
priate age to use technology 
more independently, they must 
be taught about cyber safety, 
including the need to protect and 
not share personal information 
on the internet, the goals and 
influence of advertisements, 
and the need for caution when 
clicking on links. These skills are 
particularly important for older 
children who may be using a 
parent’s device unsupervised. 
Early childhood educators and 
administrators should ensure that 
the proper filters and firewalls 
are in place so children cannot 
access materials that are not 
approved for a school setting.

http://tech.ed.gov/developers-guide/
http://tech.ed.gov/developers-guide/
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Distinctions between active and passive use 

To understand how to use technology appropriately with young children, families 
and early educators should understand the differences between passive and active 
use of technology. Passive use of technology generally occurs when children are 
consuming content, such as watching a program on television, a computer, or a 
handheld device without accompanying reflection, imagination, or participation. 
Active use occurs when children use technologies such as computers, devices, 
and apps to engage in meaningful learning or storytelling experiences. Examples 
include sharing their experiences by documenting them with photos and stories, 
recording their own music, using video chatting software to communicate with 
loved ones, or using an app to guide playing a physical game. These types of uses 
are capable of deeply engaging the child, especially when an adult supports them. 

Deep engagement is less likely to occur when a device is used passively. In 
many circumstances, minimal learning occurs when children use devices merely 
to consume videos on their own. However, screen time should not be the only 
factor when considering the value of a child’s interaction with technology since 
high-quality, research-based video content can lead to deep cognitive processing 
in the minds of young children.24 As most content does not meet this standard, 
adults need to recognize that what matters most is whether the child’s mind is 
active and deeply engaged with the content. One way an adult can tell if a child 
is actively engaging with content is for an adult to watch with them (known as 
co-viewing) and to guide them to a deeper engagement. Co-viewing and the 
importance of adult interaction is further discussed in guiding principle #4. 

Similarly, adults need to be cautious about assuming that a child using a device 
in a physically engaging way reflects active learning. While actions such as 
swiping or pressing on devices may seem to be interactive, if the child does not 
intentionally learn from the experience, it is not considered to be active use.  
To be considered active use, the content should enable deep, cognitive processing, 
and allow intentional, purposeful learning at the child’s developmental level.

The Departments further encourage families and early educators to think of 
ways they can reduce the sedentary nature of most technology use. Technology 
can encourage and complement physical activity, such as a parent and child 
using a yoga app together, exploring different varieties of flowers in a neigh-
borhood park while referencing an app to learn about them, or playing console 
games that encourage adults and children to exercise or dance together.

Additional guidance for families and early educators 

Adults should strive to provide balance and moderation when using technology 
with children. They should set limits that are developmentally appropriate and 
meet the needs of their children and family. When introducing technology to 
children, adults should model behaviors such as using technology to promote 
positive interaction instead of allowing it to interfere with interactions, desig-
nating and enforcing face-to-face time that is free of interruptions, and using 
technology together before allowing children to use it independently.

RESEARCH ON  
TELEVISION USE 

Research on television has 
shown that the impact of children 
passively consuming content 
is associated with adverse 
effects on their health in terms 
of weight,25,26,27 sleep habits,28, 29 
and language development.30,31,32 
One study also showed that 
fast-paced, cartoon television 
shows can have an immediate 
negative impact on executive 
function skills for four-year-olds.33 
Executive function refers to a 
set of cognitive and regulation 
skills involved in goal-directed 
problem solving, including 
working memory, inhibitory 
control, and flexible shifting of 
attention. These studies have led 
to previous recommendations 
from the AAP limiting the amount 
of time children have spent with 
screens. 
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WHAT IS DEVELOPMENTALLY APPROPRIATE TECHNOLOGY USE  
FOR CHILDREN AGED 0–2?

Research shows that unstructured playtime is particularly important for infants and tod-
dlers because they learn more quickly through interactions with the real world than they 
do through media use and, at such a young age, they have limited periods of awake time.34 
At this age, children require “hands-on exploration and social interaction with trusted 
caregivers to develop their cognitive, language, motor, and social-emotional skills.”35 

Research also shows that children aged 0-2 should not watch media or use tech-
nology alone. Children age 12-24 months can learn from videos if parents co-view 
material with them and use the video as a learning tool to build language skills.36 Some 
studies have shown that children in this age range can learn from videos, but do not 
retain information as long as comparison groups who learned the same material using 
books with their parents did.37 When video chatting, children under 16 months show no 
learning gains,38 though there may be a benefit in promoting bonding when physical 
distance limits frequent in-person interactions. 

Based on this research, the Departments recommend the following: 
For children under the age of 2, technology use in early learning settings is discour-
aged. With families, technology can be used in active ways that promote relationship 
development, such as using video chatting software to talk to relatives, friends, and 
families whom they are not able to see on a regular basis. Parents who are interested 
in using media with their children can start around 18 months with high-quality content, 
but should always co-view content and use technology with their children. As deter-
mined appropriate by the IFSP team under Part C of the IDEA, children with disabilities 
in this age range may also use technology, for example, an assistive technology device 
to help them communicate with others, access and participate in different learning 
opportunities, or help them get their needs met.

For children ages 2-5, families and early educators need to take into account that technology 
may be used at home and in early learning settings. New recommendations in the AAP’s 2016 
Media and Young Minds Brief suggest that one hour of technology use is appropriate per day, 
inclusive of time spent at home and in early learning settings and across devices.39 HHS supports 
more limited technology use in early care settings, and more information on their recommenda-
tions can be found in Caring for Our Children: National Health and Safety Performance Standards.40  
However, time is only one metric that should be considered with technology use for children in 
this age range. Families and early educators should also consider the quality of the content, the 
context of use, and opportunities the technology provides to strengthen or develop relationships. 
At home, parents can use technology to supplement real-world interactions, for instance, by 
using an app at the zoo or recapping what they experienced while there. 

For children ages 6-8 in school settings, technology should be used as a tool for children to explore 
and become active creators of content. If children have more than one teacher, those teachers 
should be aware of how much screen time is being used across subject areas and at home. Students 
should learn to use technology as an integrated part of a diverse curriculum. At home, parents 
should set limits they feel are appropriate for their children, understanding the differences between 
passive and active technology use as well as the benefits of using technology with an adult versus 
solo use. Parents should also be aware of how much technology is being used in the classroom, 
what is needed for homework, and how this fits into an overall picture of technology use for 
their child throughout the day. The AAP has created an interactive Family Media Plan Tool on 
HealthyChildren.org to help parents be thoughtful about media exposure for their children.

http://cfoc.nrckids.org/
http://HealthyChildren.org
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Guiding Principle #2:

Technology should be used to increase access  
to learning opportunities for all children. 

When appropriately used by early learners with guidance and modeling by adults, 
technology can complement or extend learning in ways not easily achieved oth-
erwise. For example, technology can introduce children more directly to cultures 
and places outside their community. Although children may have access to print 
resources from libraries, technology can increase the amount of reference infor-
mation immediately available to them on a given topic and give them the ability 
to ask questions of people outside of their classroom. Additionally, within a child’s 
own community, technology should be culturally responsive. 

Children themselves may be encouraged to take part in creating this content. 
Technology can help children author their own materials and stories and share 
their real-life experiences with others, increasing the amount of diverse, cultur-
ally relevant, and community-based content in the classroom.

HOW DOES TECHNOLOGY SUPPORT STEM AND EARLY LEARNING? 

Technology can be a powerful tool to support learning in science, tech-
nology, engineering and mathematics (STEM). There are many resources 
that use technology to make STEM come to life for young children, allow-
ing access to experiences they wouldn’t otherwise have. For example, 
children can use the panda cams at the Smithsonian National Zoological 
Park to observe animals that aren’t found in their everyday lives, take 
virtual tours of science museums, and observe cause and effect through 
simulations and games, without risk of harm.

When combined with social interactions and guidance from parents 
and early educators, the combination of video and games (transmedia) 
can be powerful tools at home and in the classroom to promote STEM 
learning. For example, the Corporation for Public Broadcasting-PBS, a 
2010 grantee of ED’s Ready to Learn Television program demonstrated 
significant improvement in 4-year olds’ math skills when using the PBS 
KIDS Transmedia Math Supplement to bolster mathematics instruction.42 
The 2015 Ready to Learn Television program grant application included 
a competitive priority to support scientific literacy, which has additional 
potential to support young children in STEM. 

The “T” in STEM is often confused with technological devices such as tab-
lets, laptops, and other physical devices or with the broad term “educational 
technology.” Educational technology is content agnostic and describes using 
technology as a tool to promote learning across disciplines or content areas. 
The “T” in STEM, however, is intended to introduce children to the underlying 
concepts of building or creating technology, including computational 
thinking, which is the basic logic underlying computer science and is 
beginning to be incorporated into early childhood settings. 

WHAT DOES IT MEAN 
TO BE CULTURALLY 

RESPONSIVE? 

Culturally responsive materials 
are designed to create learning 
environments that are conducive 
to learning for all students, no 
matter their ethnic, cultural, 
or linguistic background. In a 
chapter titled “Technology Tools 
for Family Engagement: The 
Role of Diversity,” in the book 
Family Engagement in the Digital 
Age: Early Childhood Educators 
as Media Mentors edited by Chip 
Donahue, Kevin Clark suggests 
that early educators ask them-
selves the following questions 
when selecting media: 

•  Do children see different types 
of people, characteristics, and 
attributes?

•  Do children hear a variety of 
sounds, voices, and music?

•  Are a variety of situations 
being depicted (e.g. family 
structure, lifestyles, power/
working relationships?)41 

It is important that these ques-
tions are considered across 
content, including in apps and 
other media. 

https://innovation.ed.gov/what-we-do/
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Digital use divide

The 2016 NETP presents research that points to a widening digital use divide, 
which occurs when some children have the opportunity to use technology 
actively while others are asked primarily to use it passively. The research showed 
that children at lower income levels are more likely to complete passive tasks in 
learning settings while their more affluent peers are more likely to use technology 
to complete active tasks.43, 44 

For low-income children who may not have access to devices or the internet at 
home, early childhood settings provide opportunities to learn how to use these 
tools more actively. For example, research shows that preschool-aged children 
from low-income families in an urban Head Start center who received daily access 
to computers and were supported by an adult mentor displayed more positive atti-
tudes toward learning, improved self-esteem and self-confidence, and increased 
kindergarten readiness skills than children who had computer access, but did not 
have support from a mentor.45 Access to technology for children is necessary in 
the 21st century but not sufficient. To have beneficial effects, it must be accompa-
nied by strong adult supports.

Children with disabilities

The 2016 NETP discusses equity in the context of connectivity, access, and active 
experiences, including the accessibility of technology by children with disabilities. 
These include apps, devices, materials, and environments that support and enable 
access to content and educational activities for all learners.46 The Departments 
support the creation of “born accessible” materials (a play on “born digital,” 
which refers to materials created specifically for digital platforms) that use the 
principles of Universal Design for Learning and follow industry accessibility stan-
dards from the very beginning of the development process.47 Accessibility is not 
limited to those with sensory or physical disabilities; it also includes individuals 
with intellectual or other developmental disabilities. 

When used appropriately, technology has the potential to help learners of all ages 
and abilities fully engage in learning by providing greater access to curriculum 
and improving learning outcomes.48 For instance technology may provide children 
who struggle to communicate with an efficient means of communicating. One 
example is an app that enables children to point to a picture or a series of pictures 
and then says the words that correspond to the selected item.

For IDEA-eligible children receiving early intervention services or special edu-
cation and related services, decisions about assistive technology use would be 
made by the child’s IEP or IFSP) team under IDEA, as appropriate. For children 
with disabilities who are not eligible for services under the IDEA, children could 
receive appropriate technology in a preschool program operated by a recipient 
of Federal financial assistance or in a public preschool program, regardless of 
receipt of Federal funds. For students enrolled in public elementary schools 
who are not IDEA-eligible who are entitled to special education or related aids 
and services under Section 504, these determinations generally would be made 
by the group that makes the placement and services decisions for that student 
under Section 504.

UNIVERSAL DESIGN  
FOR LEARNING 

In the Elementary and Secondary 
Education Act of 1965 (ESEA), 
reauthorized by the Every 
Student Succeeds Act (ESSA), 
Universal Design for Learning 
(UDL) is defined as “the meaning 
given the term in Section 103 
of the Higher Education Act of 
1965 (20 U.S.C. § 1003).” In that 
section of the Higher Education 
Act of 1965, UDL is defined as 
“a scientifically valid framework 
for guiding educational practice 
that—(a) provides flexibility in the 
ways information is presented, 
in the ways students respond 
or demonstrate knowledge and 
skills, and in the ways students 
are engaged; and (b) reduces 
barriers in instruction, provides 
appropriate accommodations, 
supports, and challenges, and 
maintains high achievement 
expectations for all students, 
including students with disabili-
ties and students who are limited 
English proficient.”

The Center for Applied Special 
Technology (CAST) developed 
the UDL framework for making a 
curriculum inclusive of “flexible 
approaches that can be custom-
ized and adjusted for individual 
needs.” The CAST guidelines 
encourage instructional practices 
and educational content that 
embrace the widest possible 
diversity of learners. The UDL 
approach encourages the devel-
opment of tools that consider 
this diverse range of users in the 
original design rather than add-on 
features. To see the guidelines, 
refer to the CAST website.

http://legcounsel.house.gov/Comps/HEA65_CMD.pdf
http://legcounsel.house.gov/Comps/HEA65_CMD.pdf
http://legcounsel.house.gov/Comps/HEA65_CMD.pdf
http://www.cast.org/
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Recommendations regarding active and passive use for entertainment and learning purposes apply 
to all children, including those with disabilities. For assistive technology that is necessary for the 
child to communicate with others or allows them to participate in developmentally appropriate 
activities, age or time limits should be determined together with the child’s IEP or IFSP team.

Dual language learners

For dual language learners, digital resources can support language skills development in the 
home language and English. For example, students and families can use digital tools to create 
and share stories in their home language that are culturally relevant for classroom use. Educators 
can use digital tools to adapt materials with translations in both languages to improve compre-
hension and communication. In addition, oral language development focused on listening and 
speaking skills can be enhanced in two or more languages using speech-recording and playback 
features. When used appropriately and sensitively, technology can help meet the needs of dual 
language learners as individuals and enhance their learning opportunities.49

Guiding Principle #3:

Technology may be used to strengthen relationships among parents, families,  
early educators, and young children.

CONNECTIONS BETWEEN HOME AND SCHOOL

In early childhood settings, technology can be used to strengthen relationships between early 
educators and family members. For example, digital portfolios documenting student work 
through photos, audio, and video recordings enable teachers to share what children are learning 
in class with families more often and more informally than is possible in traditional school-based 
conferences. This allows parents to track their child’s progress, provides more opportunities for 
them to validate their child’s efforts and accomplishments, and opens up opportunities for the 
parents to engage their child about their learning to reinforce or supplement it. In addition to 
using e-mail, text messages, and social media to make communication between early educators 
and families easier, technology can also be used to provide information and coaching to parents 
to reinforce at home what is learned at school. In fact, according to the HHS report, Uses of 
Technology to Support Early Childhood Practice, 40% of parent, family, and community engage-
ment (PFCE) products used video technology to model ideal parent behaviors or coach a parent’s 
behavior. An additional 40% of PFCE products were used to present parents with educational 
materials.50 Technology has tremendous potential to strengthen communication and connection 
between families and early educators to the benefit of children.

STRENGTHENING RELATIONSHIPS

Technology can also be used to enhance relationships between children and adults and between 
children when distance or other barriers such as health prevent in-person interaction. While 
video chatting can be done at any age (as interactions tend to be brief and guided by an adult), 
“new evidence shows that infants and toddlers can attend to and engage in joint attention during 
video-chat interactions but do so more effectively after approximately 16 months of age and with 
parental support.”51 Video chatting is not limited to interactions between parents and children or 
grandparents and children, but is also applicable when children communicate with peers. 
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While technology has the power to bridge the physical divide between children and loved 
ones in the ways described, technology should not be used to replace meaningful face-to-face 
interactions. Precautions should be taken to ensure that technology use does not impede the 
development of healthy, authentic interactions with adults and peers. 

Guiding Principle #4:

Technology is more effective for learning when adults and peers interact or co-view  
with young children.

Most research on children’s media usage shows that children learn more from content when 
parents or early educators watch and interact with children, encouraging them to make real-
world connections to what they are viewing both while they are viewing and afterward.52 

THE READY TO LEARN TELEVISION PROGRAM

The Ready to Learn Program: 2010-2015 Policy Brief, published in March 2016, summarized 
ED’s Ready to Learn Television program research on the effectiveness of three educational 
television production organizations.53 The brief reported on 15 effectiveness/summative 
research studies with children aged 3-8 using media in informal learning settings (such as 
after school or child care programs); 7 of the studies focused on learning at home. From 
the 7 studies that focused on learning at home, positive associations were found between 
at-home engagement and children’s math learning with children whose parents received 
interventions such as content guides and suggestions for supplemental activities. The 
studies also found that parents’ awareness of children’s math learning increased their 
likeliness to engage in activities and strategies to help their children learn math.54

While technology such as tablets and smartphones are designed to be handheld and lend 
themselves to individualized instead of shared experiences, children may benefit greatly when 
parents are actively involved while children use such devices. One research study of maternal 

Best interactionNo interaction

TECHNOLOGY CAN FACILITATE SOCIAL INTERACTION

Better interaction

TECHNOLOGY CAN FACILITATE SOCIAL INTERACTION

No interaction Better interaction Best interaction

http://cmhd.northwestern.edu/wp-content/uploads/2016/04/RTL-Policy-Brief-2010-2015-Wartella-et-al-FINAL-March-2016.pdf
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interaction with 15-month olds found that the infants are 22 times more likely to transfer 
learning from a touchscreen to a real object, but only if the interaction with the mother was 
highly scaffolded with high levels of maternal input and emotional responsiveness.55 

There are many ways that adult involvement can make learning more effective for young chil-
dren using technology. Adult guidance that can increase active use of more passive technology 
includes, but are not limited to, the following:

 �  Prior to the child viewing content, an adult can talk to child about the content and suggest 
certain elements to watch for or pay particular attention to;

 � An adult can view the content with the child and interact with the child in the moment; 

 �  After a child views the content, an adult can engage the child in an activity that extends 
learning such as singing a song they learned while viewing the content or connecting the 
content to the world.

HOW CAN WE PROTECT PRIVACY AND SECURITY FOR YOUNG CHILDREN?  

The Children’s Online Privacy Protection Act (COPPA) (15 U.S.C. § 6501–6505) gov-
erns online collection of personal information by online services such as apps and 
websites from children under aged 13. For example, before a developer can collect 
personally identifiable information from a child under 13 verifiable parental consent 
is required. Any information collected from a child, including photos of the child or 
a voice recording, must be protected by reasonable security measures. The Federal 
Trade Commission, which enforces COPPA, has said that school officials can act in 
the capacity of a parent to provide consent to sign students up for online educational 
programs at school. 

If technology is being used in a school setting, the Family Educational Rights and 
Privacy Act (FERPA) might also protect the child’s privacy online. More information 
on FERPA is available through the U.S. Department of Education’s Privacy Technical 
Assistance Center: http://ptac.ed.gov/.  

Regardless of whether either of these two statutes applies, families and educators 
should evaluate an app’s privacy policies prior to using the app. Assistance on what to 
review for can be found in the PTAC Model Terms of Service

TECHNOLOGY IS MORE EFFECTIVE WHEN USED TOGETHER

Engage Communicate Learn Create
Engage Communicate Learn Create

TECHNOLOGY IS MORE EFFECTIVE WHEN USED TOGETHER

http://ptac.ed.gov/
http://ptac.ed.gov/sites/default/files/TOS_Guidance_Jan%202015_0.pdf
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Advertising and in-app purchases

Beyond ensuring privacy and security, before downloading an app, families, educators, and 
others who work with young children also need to evaluate whether the app offers in-app 
purchasing or advertising. Many apps, particularly those that are free, offer advertising or 
in-app purchases, both of which are generally inappropriate for young children. Many methods 
of online advertising have the ability to track a user’s behavior across multiple sites and ser-
vices, putting a child’s privacy and security at risk. Additionally, parents should also evaluate 
whether the app includes advertising, particularly age-inappropriate advertising. While adults 
can sometimes protect from in-app purchases by using appropriate passwords or disabling 
in-app purchases at the device level, a best practice is to choose software for very young chil-
dren that avoids in-app purchases and advertising altogether.  

Parents and early learning educators should stay up-to-date and informed

Parents and early learning educators who follow the Departments’ principles can help ensure 
that technology is being used intentionally and appropriately to expand a young child’s learn-
ing and enable experiences and opportunities that previously were not available. However, not 
all technology is appropriate for young children and not every technology-based experience 
is good for young children’s development. To ensure that technology has a positive impact, 
adults who use technology with children should continually update their knowledge and equip 
themselves to make sophisticated decisions on how to best leverage these technology tools 
to enhance learning and interpersonal relationships for young children. Some sources for 
information on how to do this include: Common Sense Media, Fred Rogers Center, Joan Ganz 
Cooney Center, National Association for the Education of Young Children, and Zero to Three. 

https://www.commonsensemedia.org/
http://www.fredrogerscenter.org/
http://www.joanganzcooneycenter.org/
http://www.joanganzcooneycenter.org/
https://www.naeyc.org/
https://www.zerotothree.org/
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Call to Action

This brief provides guiding principles and suggestions for families and early learning practi-
tioners on how to use technology with young children. While the brief draws upon the most 
recent research available, there is still much to be learned when it comes to the impact of early 
learners’ use of technology. The Departments encourage researchers, developers, and adminis-
trators to continue to pursue important research questions in this area and to develop policies 
and products that ensure the best uses of technology in early learning that services the needs 
of families and early educators. To this end, we offer the following recommendations: 

Researchers

The Departments encourage researchers to conduct rigorous studies on the following topics 
so that additional research-based guidance can be provided to families and early learning 
educators. 

 �  Longitudinal studies are needed to better understand how young children use and learn 
with technology and interactive media and its short-and long-term effects. This includes 
research to understand developmental shifts in children’s use of technology at different 
ages and that maps the trajectory of children’s learning and technology use over time, as 
well as the interaction between technology use and health related behaviors, including 
diet and physical activity. 

 �  Research is required on how much time children should spend with technology at different 
stages of development; this research should clearly distinguish between active and passive 
use and take into account content and context.

 �  Research is required on the impact of the use of new technologies such as mobile and hand-
held devices, particularly on the impact on children’s cognitive and social development. 
Some areas of potential research include the impact of the speed of digital games and the 
effectiveness of new interactive features.

 �  Research is required on young children’s use of emerging technologies such as virtual reality, 
augmented reality, and digital robots. 

 � Research should include how parents can best facilitate children’s media use.

 �  Research is needed on the use of technology-based interventions and assessment tools with 
young dual language learners; differences in access to and use of technology by parents and 
children and how they associate with children’s learning and development; the role of culture 
and language in the development and use of technology and technology-based interventions 
and assessments; and how the use of e-books for bedtime stories and children’s affects sleep 
patterns and development.
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 �  Research should be conducted on how early educators can use technology to better provide 
educational experiences for children. This includes using technology-based assessments to 
assess children’s skills and outcomes and using the data from those assessments to inform 
classroom interactions and instructional practices.

 �  Research is needed on how early educators make decisions about what technologies and 
what content to use and how to train and provide ongoing support for early educators 
in implementing technologies, including evaluating the impact of technology-based pro-
fessional development interventions on the interactions and practices of early childhood 
educators.

 �  Research is needed on the development and implementation of technology-based interven-
tions or curricula that are designed to address children’s school readiness skills (for example, 
early math, language and literacy, and social behavioral skills). 

 �  Research needs to be conducted to assess the educational claims of media producers that use 
internal studies to guide families and early educators on their technology purchases. Though 
over 80,000 apps claim to be educational, there is little research around what works, making 
it difficult for parents and early educators to know what is quality, appropriate, and effective 
for each individual child.56

 �  The research process for studying technology should use a variety of methodologies, includ-
ing rapid, design-based iterative testing. Research in this area can lag behind development 
of new technologies because of the amount of time it takes to design and implement studies. 

 �  Research is necessary to aid in the development and study of the effectiveness of technology 
for children with disabilities, including the development of apps to help children access play 
or communicate. This research needs to include children with a wide range of disabilities, 
including those with developmental delays. 

 �  Research should include studies on the effectiveness of assistive technology devices that 
would inform research and development that would lead to improved devices. 

Developers

Ideally, media and app developers should work closely with learning scientists and child 
development experts to develop content that is research-based. They should also work with 
researchers and practitioners to study efficacy once the content has been released and engage 
in a continuous improvement cycle to improve efficacy over time. Developers should present 
findings from research their products and on websites, including the methodology and results 
used to draw conclusions. Developers who are not aware of the foundations of cognitive science, 
instructional design, or the learning sciences can miss out on opportunities for high-impact 
design and ways to systematically build in features from effectiveness data collected from users 
that can help them improve their product. They should also apply the principles of UDL to make 
their applications accessible. For more information, developers can read the Ed Tech Developer’s 
Guide or learn about grant opportunities from the Institute for Education Sciences, including 
grants for educational technology, special education technology, and small business innovation 
research. 

http://tech.ed.gov/developers-guide/
http://tech.ed.gov/developers-guide/
http://ies.ed.gov/ncer/projects/program.asp?ProgID=10
http://ies.ed.gov/ncser/projects/program.asp?ProgID=74
http://ies.ed.gov/sbir/
http://ies.ed.gov/sbir/
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Administrators of early learning programs

Because children from birth to 8 years old can receive care from multiple adults 
and in more than one setting, there is a need to ensure that information on using 
technology effectively with early learners is given to anyone who cares for chil-
dren in this age range. According to Uses of Technology to Support Early Childhood 
Practice, the most common barrier to successful implementation of technology in 
early childhood classrooms is staff technology literacy. Teachers in early learning 
settings are particularly in need of training and support, since early childhood 
programs are often underfunded and professional development on the use of tech-
nology is rarely a top priority. Teachers need adequate professional development 
and access to support services to successfully use technology in the classroom. 
Administrators can also make families aware of resources to increase home 
access, including Everyone On, ConnectHOME, and Lifeline. 

One recommendation in the Uses of Technology to Support Early Childhood Practice 
report is to incorporate technologies that practitioners are familiar with to ensure 
that technology is used in a developmentally appropriate way for early learners.57 
While program directors of early learning programs with limited budgets may be 
reluctant to invest in technology, it is critical that they recognize technology as an 
important investment they need to make informed decisions. In addition, admin-
istrators of early learning programs should consider developing a modernization 
plan that includes an early learning and technology audit. 

WHAT SHOULD 
BE INCLUDED IN A 

TECHNOLOGY AUDIT?

A technology audit should include 
“an assessment of broadband 
access and the availability of 
digital tools to support teachers 
in early learning programs, 
documentation and promotion 
of professional development 
opportunities, a tally of financial 
commitments made to technol-
ogy-supported early learning 
programs, and recommendations 
for redirecting existing assets 
from less effective programs”58 

http://www.everyoneon.org
http://connecthome.hud.gov/
https://www.fcc.gov/consumers/guides/lifeline-support-affordable-communications
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Conclusion

When evaluating and recommending technology for use with early learners, consideration should 
be given to how the child is using the technology, including the quality of the content, the con-
text for its use, and the involvement of adults and peers. With the plethora of new technologies 
and the active ways they can be used, families and early educators should take a more nuanced 
approach than simply thinking about screen time limits and evaluate the content, context, and 
their child’s development to determine what is appropriate in each circumstance.

Early learning settings should strive to ensure that technology, when used, is applied in ways 
that promote children’s learning and healthy development. In early learning environments, 
technology should be used to increase accessibility for children with disabilities and dual lan-
guage learners, and to strengthen relationships with peers and adults. 

Whether in early learning settings or at home, appropriate use of technology should support deep 
cognitive processing and intentional, purposeful learning that promotes the healthy development 
of children. Equipped with this knowledge, early educators and families are encouraged to use 
their judgment of what works best for their individual child, understanding the quality of content 
and context of use matter. 

Finally, technology should be used strategically, thoughtfully, and safely by early educators at 
all times and incorporated along with other valuable classroom materials in early childhood 
learning environments. 
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Research-to-Practice Brief 
THE USE OF TECHNOLOGY TO SUPPORT EARLY 
CHILDHOOD PRACTICE: PROTECTING CHILD, 
PARENT, AND PRACTITIONER PRIVACY

Over the past two decades, the use of technology in early childhood settings has 
steadily increased, growing out of the recognition that technology may be used to 
improve program practice and, ultimately, children’s learning and development. 
The Administration for Children and Families (ACF) Office of Planning, Research 
and Evaluation (OPRE) recently contracted with NORC at the University of Chicago 
to review the knowledge base related to the uses of technology to support early 
childhood practitioners who work directly with children and families. A description 
of the project and links to the report and three research-to-practice briefs may 
be accessed at the following webpage: Use of Technology to Support Head Start 
Practice, 2013-2015. 

This brief, intended to complement the review, addresses privacy and security 
considerations related to computer software, mobile applications (apps), and web-
based tools that early childhood practitioners may access via the Internet as part 
of their work with children and families. Examples include online packages that 
capture child assessment data and instantaneously provide teachers with data-
based instructional suggestions; programs that use live video conferencing to 
connect parents and home visitors; and remote coaching models in which teachers 
use an online submission process to share video recordings of their own practice. As 
with the review of the knowledge base, the focus of this brief is technologies that 
support early childhood practice, rather than technologies intended for independent 
child use or technologies that require little or no direct practitioner involvement. 
Drawing on guidance developed by the U.S. Department of Education’s Privacy 
Technical Assistance Center (PTAC), this brief provides a set of best practices 
to guide early childhood programs in strengthening the safeguards to protect 
child, parent, and practitioner information as programs increasingly incorporate 
technology to improve practice. 

OPRE Report 2016-18
February 2016

This brief 
presents some 
best practices 
that can guide 
early childhood 
programs in 
evaluating 
the use of 
online services 
to support 
practitioners in 
their work with 
children and 
families.

WHAT IS A REAL-LIFE EXAMPLE OF APPLYING PRIVACY AND SECURITY 
CONSIDERATIONS IN AN EARLY CHILDHOOD SETTING?

As the director of an early childhood program, you have noticed that your 
teachers seem to be struggling with managing and aggregating child 
assessment data and applying it to instruction. You have found an online 
package that could help with this. It collects child assessment data directly 
via desktop or mobile access, scores the data, and produces reports that 
summarize how each child is progressing and provide suggestions for 
individualized instruction. 

https://www.acf.hhs.gov/opre/research/project/use-of-technology-to-support-head-start-practice
http://ptac.ed.gov/
https://www.acf.hhs.gov/opre
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WHAT INFORMATION MIGHT COMPANIES THAT  
PROVIDE TECHNOLOGY TOOLS TO EARLY CHILDHOOD 
PRACTITIONERS COLLECT?

What types of information do we need to think about companies collecting?  When 
you are utilizing a service that takes advantage of online capabilities, it can 
sometimes be easy to forget that personal, sometimes identifying information, 
is being collected. There are different levels of this kind of data, from the most 
sensitive and personal to the broadest, most meta-level data. For example, at 
the most personal level is information that can be used to distinguish or trace an 
individual’s identity. If a teacher is using an online package to produce suggestions 
for services and instruction tailored for individual children, accounts must be set up 
for each child, using names or identification numbers, so that developmental data, 
such as assessments, may be linked to individual children. On a less personal level, 
companies can collect information that is aggregated and is not linked or linkable to 
specific individuals, such as classroom-level data. An example of this would be data 
collected as children or teachers interact with an online program but do not log in 
to individual accounts. Finally, companies may collect what is known as “metadata,” 
defined as the contextual or transactional information surrounding other data that 
are collected. Examples of metadata that might be gathered include the number 
of times a student attempted a question or the length of time taken on an activity. 
Metadata may or may not be stripped of identifying information.

Companies 
that provide 
technology 
tools via the 
Internet may 
collect a variety 
of information. 
Early childhood 
programs play 
a critical role 
in protecting 
child, parent, 
and practitioner 
privacy.

https://www.acf.hhs.gov/opre


The Office of Planning, Research & Evaluation 
acf.hhs.gov/opre

HOW CAN PROGRAMS PROTECT THE PRIVACY OF CHILDREN, 
PARENTS, AND PRACTITIONERS?

To make sure that any service you use protects the privacy of children, parents, 
and practitioners, consider the following questions:

• Are you familiar with applicable privacy laws?  Does this new software comply
with the laws? Laws to consider include:

• Children’s Online Privacy and Protection Act (COPPA)

• Family Educational Rights and Privacy Act (FERPA)

• Protection of Pupil Rights Amendment (PPRA)

• Children’s Internet Protection Act (CIPA)

• Any relevant State laws

• Have you considered all of the online services or packages currently used in
your program?  Do you have a complete list of everything being used?

• Do you have an approval process for the use of online services (including free
services) by teachers and others who work with families?

• Do you have a written contract or legal agreement with technology providers
that you can use whenever possible?

• Is the product used by your larger school district, program, or community?
If the consumer products are not purchased through the school, are you
exercising additional caution?

• Are you being transparent with parents and communicating with them openly
about questions of privacy?  Are you considering which technologies and
circumstances may warrant parent approval?

It is important to establish policies and procedures that protect the privacy of 
children, parents, and practitioners. These should include the evaluation and 
approval of written and click-wrap agreements as a method to protect the 
personal and meta-data collected by the technology provider. The following are 
considerations related to these methods.

See this list of 
questions to 
make sure that 
any service you 
use protects 
the privacy 
of children, 
parents, and 
practitioners.

https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www2.ed.gov/policy/gen/guid/fpco/ppra/index.html
https://www.fcc.gov/consumers/guides/childrens-internet-protection-act
https://www.acf.hhs.gov/opre
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WHAT SHOULD BE INCLUDED IN A WRITTEN AGREEMENT 
OR CONTRACT?

• Security and Data Ownership Provisions. Consider whether the data
being collected belongs to the program or to the company providing the
online service and be sure this is clear in the contract. Have you outlined each
party’s responsibilities in the event of a data breach?  Have you established
minimum requirements for security controls?  You can also consider allowing
for a security audit to make sure the data your center is collecting is as
secure as possible.

• Data Use, Retention, Disclosure, and Destruction Provisions. Have
you considered how the company providing the online service can use the
information collected?  Be sure to define the specific purposes for which the
company can use this information, as well as specifying with whom the provider
may share information. In order to be careful about what happens after the
contract period is expired, include data archival and destruction requirements.
When appropriate, you can also define procedures the company will carry out to
avoid disclosure.

https://www.acf.hhs.gov/opre
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• Collection Provisions. As teachers are collecting information from 
assessments, very specific data is being collected. In your contract or agreement 
be sure to think through this data and be specific about the information the 
company will collect (e.g., forms, logs, address, name).

• Data Access Provisions. Once data is available online, it can theoretically be 
accessed by parents, teachers, and anyone else with interest in your program’s 
data. Have you carefully specified which program staff and/or parents will be 
permitted to access specific data?  What is the internal process for obtaining 
information?

• Modification, Duration, and Termination Provisions. What is the length 
of your agreement, and what are the procedures for modifying the terms of 
the agreement (mutual consent to any changes is a best practice)?  If you 
no longer want to use this service, what are the responsibilities of both  your 
program and the service provider  upon termination of the agreement?   

• Indemnification and Warranty Provisions. Finally, what will you require 
the service provider to do to comply with applicable state and federal laws, 
and what does the service provider agree to do to remedy a violation of these 
requirements (e.g., compensate for damages resulting from the provider’s 
violation)? 

WHAT EXTRA STEPS ARE NECESSARY WHEN ACCEPTING CLICK-
WRAP LICENSES FOR CONSUMER APPS? 

Programs sometimes can’t negotiate agreements with providers of consumer 
apps, and are faced with a choice to accept the providers’ terms of service (TOS) 
or not use the app. In this case, Click-Wrap agreements typically come into play. 
Click-Wrap agreements ask users to agree to specific, terms and conditions. 
Users typically click a box that says “OK,”, “I Accept”, or “I Agree” in order to use 
the product. If you reject the agreement, then you cannot use the product or 
service. Click-Wrap agreements are often included with installation or entry into 
an application and may contain the necessary components to be considered legally 
binding. Even though the terms are already written, there are still steps you can 
take when using Click-Wrap consumer apps:

• Check Amendment Provisions. Be sure to carefully review the TOS. Has 
the company retained the right to amend the TOS without notice?  If so, are 
you comfortable with that?  And remember that, if the TOS can change, it is 
necessary to review these agreements regularly to determine if any provisions 
have changed, and if so, re-evaluate whether to continue using the service.

https://www.acf.hhs.gov/opre
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• Print or Save the TOS. When accepting a Click-Wrap agreement, print or save
a copy of the TOS that you have agreed to.

• Limit Authority to Accept TOS. As the director of the program, do you feel
comfortable with all of your staff members accepting Click-Wrap agreements?
Click-Wrap agreements can be easily accepted, without going through approval
channels. Individual staff members may not understand the specifics of how the
provider will use and secure data. Programs should develop policies outlining
when individual staff members may download and use Click-Wrap software.

Remember that Click-Wrap agreements can impose terms and conditions that affect 
the privacy of the practitioners, children, and families who use the service. Carefully 
consider what is exchanged for the use of the app. Pay particular attention to the 
information that the service provider will collect, what the provider will do with the 
information, and whether you must give up the right to sue for damages caused by 
using the service.

****

Technology can be a great asset to early childhood programs. These privacy and 
security considerations can help ensure that technology is used in the safest and 
most appropriate way possible. 
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